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Quick Introduction

* Management Interface to Server Hardware

* Host Power and Reset Control

* Sensor Monitoring, Event Logging, and Alerting
* Satellite Controller Updates and Monitoring

* Remote Server Management
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Intel BMC History
1995-98  PCAT & PCl LanDesk Add-In Cards

1997-99 80652, Dallas 8oCH10/11

1999-04 Intel Sahalee BMC

2004-06  Intel Enhanced South Bridge 2 (ESB2)
< Switch to 37 Party BMC HW >

2006-15  Server Engines/Emulex Pilot BMC
2015-18  Aspeed AST2500 BMC w/Prop FW Stack
2017-... Aspeed AST2500 BMC w/OpenBMC Stack




Why Intel with OpenBMC?

Market Direction

m Customer Desire

= Security, Easy Access to Source Code

Collaboration

= Shared Efforts

= Enabling ODMs and 3" Party Vendors

Management Interoperability

- OPEDN
Compute Project ®




Traditional vs. OpenBMC
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Goals with OpenBMC

Product Development Cycle

Faster Response

Reuse (ODMs, Customers)

Flexibility (Compute, Storage, Network)
Hardware Vendor Participation

Manageability Commoditization

Common Interfaces

— Discovery, Updates, Sensor and FRU Configuration




OpenBMC Benefits

* Tool Kit for Manageability

" Transparency

= Use of Best Known Practices
" Broader Range of Viewpoints

" Freedom and Choice

= Customizable




OpenBMC Shopping List
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OpenBMCVendor Opportunities

* New Technology Development and Deployment

» Accelerate Management of New Products Across
Multiple Server Vendors

* Hardened BMC Security

" Focus On Higher Value Add Features




OpenBMC Challenges

Product Development vs. Open Sourcing
* New Development Space for BMC FW Team

* Meeting Product Schedules

Process Synchronization
" Code Reviews, Repository Maintainers

» Unit Testing (Test Driven Development)

Aligning Product Level Requirements

= Competing goals




OpenBMC Challenges (continued)

Security

Evolve Away From Insecure Protocols

Threat Model and Analysis

Process Isolation

Use Access Control Lists, SELinux, AppArmor

Tripwire, rsyslog

Penetration Testing and Sharing Results




Get Involved

Check out the OpenBMC repository
https://github.com/openbmc

Check out the OpenBMC Website

www.openbmc.org

Check out OCP’s HW Management & Security Project Groups

http://www.opencompute.org/projects/hardware-management/

http://www.opencompute.org/projects/security/

Watch For Future Hackathon Events Hosted By Intel

Visit the Intel Booth A12



https://github.com/openbmc
http://www.openbmc.org/
http://www.opencompute.org/projects/hardware-management/
http://www.opencompute.org/projects/security/

Notices & Disclaimers

Intel technologies’ features and benefits depend on system configuration and may require enabled hardware, software or service activation. Performance varies depending on system configuration.

No computer system can be absolutely secure.

Tests document performance of components on a particular test, in specific systems. Differences in hardware, software, or configuration will affect actual performance. For more complete information about
performance and benchmark results, visit http://www.intel.com/benchmarks .

Software and workloads used in performance tests may have been optimized for performance only on Intel microprocessors. Performance tests, such as SYSmark and MobileMark, are measured using specific
computer systems, components, software, operations and functions. Any change to any of those factors may cause the results to vary. You should consult other information and performance tests to assist you in
fully evaluating your contemplated purchases, including the performance of that product when combined with other products. For more complete information visit http://www.intel.com/benchmarks .

Benchmark results were obtained prior to implementation of recent software patches and firmware updates intended to address exploits referred to as "Spectre" and "Meltdown." Implementation of these
updates may make these results inapplicable to your device or system.

Intel® Advanced Vector Extensions (Intel® AVX)* provides higher throughput to certain processor operations. Due to varying processor power characteristics, utilizing AVX instructions may cause a) some parts to
operate at less than the rated frequency and b) some parts with Intel® Turbo Boost Technology 2.0 to not achieve any or maximum turbo frequencies. Performance varies depending on hardware, software, and
system configuration and you can learn more at http://www.intel.com/go/turbo.

Intel's compilers may or may not optimize to the same degree for non-Intel microprocessors for optimizations that are not unique to Intel microprocessors. These optimizations include SSE2, SSE3, and SSSE3
instruction sets and other optimizations. Intel does not guarantee the availability, functionality, or effectiveness of any optimization on microprocessors not manufactured by Intel. Microprocessor-dependent
optimizations in this product are intended for use with Intel microprocessors. Certain optimizations not specific to Intel microarchitecture are reserved for Intel microprocessors. Please refer to the applicable
product User and Reference Guides for more information regarding the specific instruction sets covered by this notice.

Cost reduction scenarios described are intended as examples of how a given Intel-based product, in the specified circumstances and configurations, may affect future costs and provide cost
savings. Circumstances will vary. Intel does not guarantee any costs or cost reduction.

Intel does not control or audit third-party benchmark data or the web sites referenced in this document. You should visit the referenced web site and confirm whether referenced data are accurate.

© 2018 Intel Corporation.
Intel, the Intel logo, and Intel Xeon are trademarks of Intel Corporation in the U.S. and/or other countries.
*QOther names and brands may be claimed as property of others.
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