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Packet Trakker: Cavium Programmable Telemetry Suite
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Packet Trakker: Cavium Programmable Telemetry Suite
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Packet Trakker: Cavium Programmable Telemetry Suite

PACKET Comprehensive Suite for
Network Observability
TRAKKER |

\ Analytics & Telemetry on
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Packet Trakker: Cavium Programmable Telemetry Suite

Applications Quality of Experience Network Reliability and Efficiency

Microburst Detection Paths Tracking Metrics

Latency Fluctuations Exceptions Detection

Early Congestion Alarming Trgggleer\slggﬁ;cg;\g

New SDN Use Cases Will Emerge ...




Packet Trakker: Cavium Programmable Telemetry Suite

y Legacy Solutions Pull Model
Based on Polling & Probing

 NOT Event-Triggered
- Events occur between the sample or transient in nature can be missed

e NOT Real-Time
- polling done every few seconds is eternity (~150M packets can pass 100G single port in 1 sec)

« NOT Granular
- Unavailability of complete telemetry data, in per flow resolution, makes difficult to measure network performance

 Limited Hardware Assistance
- Software resources are overwhelmed with data extraction which leads to inadequate data resolution and scale
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Packet Trakker: Cavium Programmable Telemetry Suite

Cavium-Xpliant Push Model

Event-Triggered in Real-Time

 Event-Triggered
- No important or transient event is missed

 Real-Time
- Real-time monitoring and alarming

 Granular
- Complete telemetry data availability, per flow, in ns resolution

 Hardware Assistance
- Telemetry data extraction to Analytics tools with no Host CPU Software Intervention




Packet Trakker: Cavium Programmable Telemetry Suite
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Packet Trakker: Cavium Programmable Telemetry Suite

Telemetry Manager
 Supported on ALL XPliant Switches Generations ata Analyzer —-— o
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Quality of Experience (QoE): Early Congestion Alarming

¥" Egress Queue Congestion Monitoring
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Transmit Queues Build Up =» Latencies Fluctuate 8 Egress Susue Conpestian Monuoring
=» Leads to Applications Performance Degradation
Can the impact be prevented/responded promptly ?

EXCEEDED —
* Egress Transmit Queues State Monitoring i
- Queues States Periodic Reports nomwa
- Queues States Change Alerting L
* Latency Fluctuation Prevention / Handling e s s s s e s
- Alert on Queues Build-Up in Real-Time

- Assistance in Aggressors/Elephant/Mice
Flows ldentification




QoE: Microburst Detection & Flows lIdentification Assistance
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» 70% bursts sustained for at most tens of ms
https://homes.cs.washington.edu/~qiao/paper/imc.pdf

» 10% chance being affected by a slow response
https://engineering.linkedin.com/performance/who-moved-

my-99th-percentile-latency

*** Microburst Monitoring

Microbursts Detection
- In real-time
- With ns granularity
Flows Identification Assistance
- Elephant/Mice/Aggressor Flows
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Network Efficiency: Latency/Distributions Metrics w/Embedded Telemetry
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What ECMP Path My Flow Is Taking ?
What Are the Latency / Distribution ?

* |n-band (data packets) Switch States Report
- 10AM, INT, UDP standards & practices
- User-Defined Transport & Metadata
 Traffic Flow Path Traceability
- Per Flow, per Path, per Hops Data
- ECMP Distribution Anatomy
- ECMP Latency Analytics
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Packet Trakker : Programmable Telemetry Use Cases w/XPliant

* Applications Quality of Experience
- Egress Queuing Monitoring, Microbursts Detection,
Early Congestion Alarming, Latency Fluctuations

 Network Reliability & Efficiency

- Misconfigurations & Malfunctioning
Exceptions Detection, Black Holing,

- Metrics For Traffic Engineering Analytics
Flows Path, Distribution and Latency

- In-Band Telemetry: IOAM/INT/Any Transport

- Custom-Condition Mirroring, Based on
Packet Headers, Metadata, Queues States




Packet Trakker: Programmable SDN Telemetry Suite

Contact us for more details:
= Albert Fishman, Solutions Product Marketing Manager
= Albert.Fishman@cavium.com
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